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Abstract — In the paper, we propose an H.264 video 

content encryption scheme, which is based on the analysis of 
H.264 entropy coding, and has the features of irrelative to 
individual ciphers and adaptive to digital right management. 
Our scheme applies partial encryption of slice data to 
preserve the network-friendliness and compression 
performance of video coding. Compared with previous 
schemes such as selective encryption of fields, our scheme can 
efficiently overcome the problem of information leakage 
resulting from error concealment tools of video coding, 
greatly reduce the hardware design complexity of  de-
encryption process, and still retain their virtues. Experiments 
show that, by encrypting only a little of the whole video data, 
our scheme can provide several different levels of content 
security involved in degraded picture quality from partial to 
no information leakage, and is suitable to be applied in the 
fields of  multimedia storage and transmission1. 
 

Index Terms — Digital rights management, H.264, partial 
encryption, video encryption.  

I. INTRODUCTION 
H.264 is the newest international video coding standard 

with the double compression efficiency compared with any 
other existing video coding standards for a broad range of 
applications [1].  There are many application scenarios that 
make H.264 coding an attractive candidate. Firstly, an 
increasing number of services and growing popularity of high 
definition TV are creating greater needs for higher coding 
efficiency. Secondly, the third generation partnership project 
(3GPP) has selected H.263, MPEG-4 visual simple profile and 
H.264 Baseline Profile in its multimedia specifications [2]. 
However, while the use of digital video offers immense 
opportunities for content creators, it also facilitates misuse, 
illegal copying and pirated distribution. Content creators and 
owners are worried about the consequences of illegal copying 
and distribution on a massive scale. Therefore, there would be 
a great desire for digital rights management (DRM) systems 
which protect against the illegal distribution and consumption 
of copyrighted digital multimedia content. The current 
technologies used in video content protection systems can be 
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classified into three categories: video content encryption, key 
management and distribution, and watermarking [3]. Although 
many researches have been conducted in video content 
encryption [4]-[10], they were mainly limited in the area of 
MPEG-1, MPEG-2 and MPEG-4 standards. It is nature to 
explore new encryption schemes suitable for H.264 standard. 

In the paper, firstly we give a brief overview about H.264 
video standard and previous works about video encryption in 
the recent years; secondly we give a basic idea for the design 
of encryption schemes for H.264 video and propose several 
encryption rules which are irrelative to individual ciphers; 
thirdly we give the performance analysis of our proposed 
encryption scheme; and finally we present our experimental 
results. The proposed scheme can be configured to adapt to 
the actual application scenarios by partial encryption of slice 
data, and make a good trade-off between computational 
complexity and security in comparison with the selective 
encryption scheme in [7]-[9] and the minimal cost encryption 
scheme in [12], without compromising diverse performances 
of video coding, e.g., compression and error resilience tools. 

II. BACKGROUND 
This section covers the overview of H.264 video standard 

and the related works about video encryption in the past years. 

A. H.264 video standard 
Like H.263, MPEG-1, MPEG-2, and MPEG-4, H.264 is 

also based on hybrid video coding. Compared with MPEG-2, 
H.264 mainly introduces the following changes: 
enhancements of the ability to predict the values of the content 
of a picture to be encoded, methods for improving coding 
efficiency, and robustness to a variety of network 
environments. 
  To address the large range of applications considered by 
H.264, three profiles have been defined: 

(1) Baseline Profile - Include I & P slices, 1/4 pixel motion-
compensation, multiple reference frames, in-loop deblocking 
filter, intra prediction, variable block sizes, flexible 
macroblock ordering (FMO), redundant pictures, arbitrary 
slice ordering (ASO), and Context-Adaptive Variable Length 
Coding (CAVCL). This profile typically targets applications 
with low complexity and low delay requirements. 

(2) Main Profile – Support a core set of tools together with 
the Baseline profile. However, compared with Baseline Profile, 
Main Profile does exclude FMO, ASO and redundant pictures 
features, and include B slices, weighted prediction,  
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Fig.  1. The format of a NAL unit for the byte stream format. 

 

 
Fig.  2. The format of an H.264 video sequence. 

 
field (interlaced) coding, picture/macroblock adaptive 
switching between frame and field coding (MB-AFF), and 
Context-Adaptive Binary Arithmetic Coding (CABAC). This 
profile typically allows the best quality at the cost of higher 
complexity (essentially due to the B-slices and CABAC) and 
longer delay. 

 (3) Extended Profile - This profile is a superset of the 
Baseline profile, it supports all tools in the specification with 
the exception of CABAC. The SP/SI slices and slice data 
partitioning tools are only included in this profile. 

In H.264 standard, Network abstraction layer (NAL) is 
specified to format the data and provide header information in 
a manner appropriate for conveyance on a variety of 
communication channels or storage media. All data are 
contained in NAL units, each of which contains an integer 
number of bytes. A NAL unit specifies a generic format for 
use in both packet-oriented and bitstream systems. The format 
of NAL units for both packet-oriented transport and byte 
stream is identical except that each NAL unit can be preceded 
by a start code prefix and extra padding bytes in the byte 
stream format. In Fig. 1, the format of a NAL unit for the byte 
stream format consists of start code prefix, NAL header 
containing an indication of the type of data in the NAL unit, 
and raw byte sequence payload (RBSP) containing integer 
number of bytes of payload data. String of data bits (SODB) is 
a sequence of some number bits representing syntax elements 
present within a raw byte sequence payload prior to 
rbsp_stop_one_bit. Within an SODB, the left-most bit is 
considered to be the first and most significant bit, and the 
right-most bit is considered to be the last and least significant 
bit. The location of the end of the string of data bits within an 
RBSP may be identified by searching from the end of the 
RBSP for rbsp_stop_one_bit, which is the last non-zero bit in 
the RBSP. When the rbsp_stop_one_bit is not the last bit of a 
byte-aligned byte, one or more rbsp_alignment_zero_bit is 
present to result in byte alignment. When CABAC entropy 

coding is only used, the constraint on the maximum number of 
bins resulting from decoding the contents of the slice layer 
NAL units of a picture will be met by inserting a number of 
cabac_zero_word syntax elements into raw byte sequence 
payload. 

NAL units are classified into VCL and non-VCL NAL units. 
Video Coding Layer (VCL) is specified to efficiently 
represent the content of the video data. The VCL NAL units 
contain the data that represents the values of the samples in 
the video pictures, and the non-VCL NAL units contain any 
associated additional information such as parameter sets 
(important header data that can apply to a large number of 
VCL NAL units) and SEI (supplemental enhancement 
information), e.g., timing information and other supplemental 
data that may enhance usability of the decoded video signal 
but are not necessary for decoding the values of the samples in 
the video pictures.  

An H.264 video sequence consists of a series of access 
units, and use only one sequence parameter set that applies to 
a series of consecutive coded video pictures called a coded 
video sequence and a few picture parameter sets that apply to 
the decoding of one or more individual pictures within a 
coded video sequence. The sequence and picture parameter-
set mechanism decouples the transmission of infrequently 
information from the transmission of coded representations of 
the values of the samples in the video pictures. The access unit 
contains a set of VCL NAL units, which consist of slices or 
slice data partitions representing the samples of the video 
picture and together compose a primary coded picture. Some 
SEI may also precede the primary coded picture. Following 
the primary coded picture may be some additional VCL NAL 
units, which contain redundant representations of areas of the 
same video picture. These are referred to as redundant coded 
pictures, and are available for use by a decoder in recovering 
from loss or corruption of the data in the primary coded 
pictures. Decoders are not required to decode redundant coded 
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pictures if they are present. An access unit may also be 
prefixed with an access unit delimiter to aid in locating the 
start of the access unit and is sequential in the NAL unit 
stream. Finally, if the coded picture is the last picture of a 
coded video sequence, an end of sequence NAL unit may be 
present to indicate the end of the sequence. At the beginning 
of a coded video sequence is an instantaneous decoding 
refresh (IDR) access unit. The format of an H.264 video 
sequence is shown in Fig. 2.  

More detailed descriptions of H.264/AVC can be found in 
[1].   

B. Related works 
Due to the separation between cryptography and video 

coding technology, encryption of digital video content has 
embodied two fields as follows. The first is to develop or 
optimize cryptographical algorithms, such as the chaos based 
scrambling algorithms [4] which are based on the observation 
that a chaotic signal looks like noise for non-authorized users, 
and the scan based scrambling algorithms [5] which are the 
scan methodology based image processing languages. 
However there are no report in the literature about the 
successfully uses of these algorithms in the actual application 
scenarios, due to the security, speed and negative effect on 
video compression performance. The second is to consider the 
factors of transmission characteristic, computational 
complexity, compression efficiency, and content security level, 
etc., which may result in degraded video quality for 
unauthorized users by the schemes as follows. For space-
domain, Pazarci et al. [6] proposed a scheme of mixing linear 
transformation of pixel values, which can compromise 
compression efficiency and security for low computational 
complexity and no extra requirement of memory, due to 
destroying the inter-frame statistical correlation and suffering 
plaintext attack. For frequency-domain, Wang et al.[7] applied 
the idea of [6] to scrambling DCT coefficient values, whereas 
compression efficiency can also obviously degrade due to 
destroying energy distribution in DCT transform, and 
introduce rate fluctuation. Zeng et al. [8] proposed selective 
bit scrambling, block permutation and block rotation for 
wavelet based compression, and also DCT coefficient and 
motion vector scrambling for DCT based compression. The 
compression efficiency may be also degraded greatly for un-
comprehensible picture due to a global permutation of 
spatially disjoint transform coefficient blocks. Wen et al. [9] 
proposed format-compliant selective encryption and 
permutation of codewords in MPEG-4 visual standard for 
wireless video applications, whereas compression efficiency 
may also degrade due to encryption of MVD. Although 
references [8], [9] showed that encryption of DCT coefficient 
and MV signs have no effect on compression efficiency, 
information leakage always exists due to error concealment 
tools. For hand-held devices and for mobile multimedia 
service environment, Kim et al. [10] proposed a minimal cost 

encryption scheme against MPEG-4 video streaming service, 
besides authors’ neglecting B frame not supported in the 
MPEG-4 visual simple profile, the three problems may still 
exist as follows: 

(1) Information leak due to neglect of error-resilient coding 
tools. For mobile video streaming service, MPEG-4 visual 
simple profile adopted in 3GPP [2] should support error 
resilience like slice, resynchronization, data partitioning and 
reversible VLC due to error-prone wireless environment. For 
data partitioning, the authors’ proposal can cause information 
leak, thus may not be able to achieve the visual effect of the 
proposed encryption scheme due to the motion and 
macroblock header information separated away from the 
texture information; for reversible VLC, it can make the 
proposed minimal cost encryption invalid, which encrypt only 
8 bytes at a starting segment in the MBs. Because the 
bitstream in a vp (video packet) is decoded in the forward 
direction first, if an error is detected, two-way decoding is 
applied second. According to the first strategy in [11], few 
MBs are discarded so as to make picture quality trivially 
degraded because the general video packet length is far 
greater than 64 bits. 

(2) Emulation of resync_marker [11] that is a binary string 
of at least 16 zero’s followed by a string ‘0 0000 0000 0000 
0001’. Resync_marker of vp in MPEG-4 visual simple profile 
is at least 17 bits in length for identifying the header, which 
implies that the probability that resync_marker of vp is 
emulated is 2-17 or less. However the probability is still a large 
number of bits for low-bit-rate video, for example, bits 
corresponding to 4 seconds’ worth of 32kbits/s, it is necessary 
to solve emulation of resync_marker of vp because emulation 
can introduce the problem of synchronization. 

(3) Security problem. Because the starting 8-byte data of 
MBs in a VOP can be only encrypted by DES, its subsequent 
data is still plaintext. In this case, it may be possible for the 
residue plaintext information in a vp to result in information 
leak. 

Moreover, in the closest related H.264 video encryption 
work, Ahn et al. [12] proposed a simple digital video 
scrambling scheme which can only modify the intra blocks’ 
coding prediction mode to scramble I-frame pictures for 
degraded picture quality. However, besides insufficient key 
space due to finite intra blocks’ coding prediction modes, the 
scheme is very vulnerable to known-plaintext attacks, thanks 
to simple exclusive-or operation. 

From the above reviews, we can conclude the following 
results: 

(1) Spatial domain video encryption scheme [6] may 
destroy the statistical correlation in intra-frame and inter-
frame, thus reduces the compression performance, and 
introduces much complexity due to the process of the full de-
entropy, de-DCT, encryption, re-DCT, and re-entropy for pre-
recorded video sequences.  
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(2) Encryption of DCT coefficient values [7] may change 
the distribution of DCT coefficient energy, and reduce the 
compression performance. 

 (3) Encryption of selective key fields [7]-[9] may introduce 
information leakage due to error-concealment tools. It is also 
true for the minimal cost encryption scheme [10] due to error-
resilience tools. 

(4) With limited key space for shuffling table, a global 
permutation of spatially disjoint transform coefficient block [8] 
and shuffling codewords [9] may resist information leakage 
introduced by encryption of selective fields, but it is only 
applied to the joint encoding of Run and Level for entropy 
coding. 

(5) For pre-recorded video sequences, encryption of DCT 
coefficient values [7] or selective key fields [9], and a global 
permutation of spatially disjoint transform coefficient block [8] 
can be involved in the process of the partial de-entropy, 
encryption, and the partial re-entropy. 

The following requirements are considered in designing an 
encryption scheme adaptive to H.264 video content. 

(1) Complexity - Encryption of video content may be 
considered from two aspects: software implementations (i.e., 
how much complexity overhead costs by 
encryption/decryption in software) and hardware 
implementations (i.e., how much complexity overhead costs 
by encryption/decryption in hardware). Considering H.264 
coding performances, and application scenarios, in order to 
simplify the design of the terminal and encrypting devices, a 
well-designed encryption scheme should not be involved in 
the process of de-entropy and re-entropy for pre-recorded 
video sequences. For example, when using decoder chip 
compliant to H.264 standard, the peripheral chip should not 
support the function of de-entropy except for simple data 
retrieval and decryption chip.  

(2) Inheritance of the original properties in video coding - 
Besides high performance of compression, H.264 video 
standard has provided a ‘network-friendly’ video 
representation for ‘conversational’ (video telephony) and 
‘non-conversational’ (storage, broadcast, or streaming) 
applications. For example, parameter set structure, NAL unit 
syntax structure, flexible slice size, FMO, ASO, data 
partitioning, etc. Encryption of video content should not 
compromise these performances. 

(3) Security - Encryption of video content includes two 
aspects: content security (i.e., how much information leaks out) 
and system security (i.e., what the extent of resisting the 
attacks of system security is). Against a broad variety of 
applications for H.264 video, content security should support 
diverse security granulation from partial to no information 
leakage by customizing encryption configuration. A well-
designed encryption scheme should be irrelative to individual 
ciphers for the interoperability among different DRMs. 
System security is outside the scope of this paper and a more 
detailed description is provided in [13].   

In the next section, the partial encryption of slice data will 
be described for encryption of H.264 video with better trade-
off between complexity, video coding performances, and 
security than the present other encryption schemes[7]-[9], [12]. 

III. THE PROPOSED ENCRYPTION SCHEME  

A. Basic idea of the encryption scheme for H.264 video 
Basic idea considered in the design of encryption scheme for 

H.264 video is involved in the four ways. 

1) H.264 video coding characteristics 
  (1) Effect of bit errors in the video sequence - It can cause 
degraded decoding picture quality as follows. An error header 
causes subsequent components, including motion vector 
and/or quantized transformed coefficient to be incorrectly 
decoded. Erroneous motion vectors make motion-
compensated information to occur at incorrect spatial 
positions. Erroneous transformed coefficients cause the 
luminance and chrominance values of current following 44×  
transformed blocks to be reconstructed erroneously. We can 
conclude that (1) intra-prediction propagates errors in the I-
slice; (2) motion-compensation (MC) propagates errors in the 
reference pictures into pictures compensated; (3) bit errors 
may cause to inaccurately locate the boundary between MBs 
due to the variable size of each MB, as can result from 
entropy coding. 

(2) Context-Adaptive entropy coding [1] - In H.264, there 
are two schemes of entropy coding, which both make RUN 
and LEVEL individually encoded. For H.264 Baseline Profile, 
CAVLC is employed. In this scheme, VLC tables for various 
syntax elements are switched depending on already 
transmitted syntax elements. For H.264 Main Profile, CABAC 
is used to further improve the efficiency of entropy coding in 
comparison with CAVLC. The important property of CABAC 
is its context modeling. The statistics of already coded syntax 
elements are used to estimate conditional probabilities that 
may be used for switching several estimated probability 
models that can determine the outcome of binary arithmetic 
coding. We can conclude that when error bits are introduced 
into the syntax element values in the part of slice data to 
destroy content-modeling, the subsequent slice data will be 
incorrectly decoded, in spite of whether entropy coding adopts 
CAVLC or CABAC. 
2) Diverse application scenarios 

H.264 can supports a wide range of applications, e.g., 
download, on-demand streaming, Live-streaming, multicast, 
broadcast, conferencing, telephony, etc. Today an 866 MHz 
Pentium III can provide 128bit advanced encryption standard 
(AES) with an encryption speed of about 4800 KB per second 
(or 38.4 Mbps) in software implementation. For H.264 
1280× 720 high definition video content, its 14Mbps streams 
can be encrypted in 364.5ms, which will cost more 
computational resource when video content may be encrypted 
by each user's private key in the on-line download application. 
Since AES is a symmetric block cipher, delay caused by de-
encryption will be very likely the same. If a frame rate of 30 
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fps is used, per frame delay caused by de-encryption will be 
around 12.15 ms, which will have negative effect on video 
decoder. For H.264 low definition video content, e.g., mobile 
video, although the full encryption of video content with a 
block cipher is not a problem in comparison with H.264 
compression, it may still cause the mobile device to consume 
more energy. Therefore, we can conclude that it is necessary 
to reduce the complexity overhead by using partial video 
content encryption with a block cipher, if the content security 
requirement can be satisfied for these applications. 
3) Fault-tolerance of encrypted data 

Errors do occur in multimedia storage and transmission. 
Encryption, with a block cipher in the CBC mode, may 
propagate a single bit error in the current block to all the next 
blocks. Therefore, a good encryption scheme should restrict 
the encryption-incurred error propagation, and support, as 
much as possible, recovery from bit errors and 
resynchronization from packet losses by error-resilience tools 
of video coding. Considering the above requirements, we can 
conclude that a good encryption scheme should have no 
harmful impact on the final decoding. 

 

 
Fig. 3. Process of encrypting slice data in the pre-encoded video sequence. 
 
4) Adaptation to DRM 

In the current business environment, there are various 
contents with different importance levels, which are usually 
protected using different algorithms (such as AES, DES (Data 
Encryption Standard), and Triple DES) with different security 
levels [14]. If we want the same terminal to be able to 
consume different contents protected with different 
algorithms, a good encryption scheme should not be relative 
to individual cipher algorithms, in order to support the 
interoperability among various DRMs and provide different 
security levels. 

B. The proposed encryption scheme 
1) Retrieval of the encryption cell 

Selection of content to be encrypted is based on the 

following consideration. Firstly, non-VCL NAL unit and slice 
header need not to be encrypted. Because they contain little 
information, which may infrequently change, and then provide 
only nominal security when encrypted. Moreover, information 
in the slice header can help to identify the content type in the 
VCL unit, for example, slice type that can provide us with 
information of the slice type (I slice, P slice, B slice, and so 
on). Secondly, the encryption scheme must adapt to the 
heterogeneous transport environments. The VCL and the NAL 
are designed in such a way that in heterogeneous transport 
environments, no source-based transcoding is necessary. In 
other words, gateways never need to reconstruct and re-
encode a VCL bit stream because of different network 
environments if the VCL of the encoder has provisioned the 
stream for the to-be-expected or measured end-to-end 
transport characteristics [15].  So, in this paper, every 
encryption cell is derived from slice data from every SODB 
described in section II-A, the length in bits of which is 
denoted by slice_data_length.  

Here, the encryption cell in the pre-encoded video sequence 
may be retrieved as shown in Fig. 3. Firstly, the NAL unit can 
be retrieved by start code prefix. Secondly, the NAL unit to be 
encrypted, which belongs to VCL units of the slice content 
that may include five types, i.e. coded slice of a non-IDR 
picture, coded slice data partition A, coded slice data partition 
B, coded slice data partition C, and coded slice of IDR picture, 
can be identified by the nal_unit_type value in the NAL 
header. Third, the SODB can be retrieved from RSBP. The 
whole process of the retrieval of the encryption cell will end 
in the video sequence if the nal_unit_type value equal to 10. 
Encryption of data in the SODB and construction of a NAL 
unit encrypted can be described in details in the following 
section. 

2) Encryption rules 
Here, EK is a symmetrical block cipher function which uses 

cipher length K L  in the Cipher Block Chaining (CBC) mode. 
An encryption cell as above described can be equally divided 
into a block array of

BNk ααα KK1 with the size of every 

block equal to Lk, and NB is defined by expression 
 

).L / __ ( klengthdatasliceFloor        (1) 
 

where Floor(x) means the greatest integer less than or equal to 
x. 

Encryption of the block array of 
BNk ααα KK1   may be 

involved in four steps as follows. 

(1) Selection of the blocks to be encrypted 
from

BNk ααα KK1 can produce the plaintext P. P is 

expressed by (2) as below. Where β  is positive integer, 
which is decided by the application scenarios, 

n  mod m denotes the remainder when m is divided by n. 
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(2) Encryption of P can produce a ciphertext C defined by 
the expression 
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(3) Prevention of the emulation of NAL start code prefix. 

For the byte stream format of video sequence, when P is put 
back into the original location in the slice data, the process of 
prevention of the emulation of NAL start code prefix is 
necessary, which will be described in the following section. 
 (4) Creation of a NAL unit. According to section I-A, based 
on the SODB encrypted by the above rules, a NAL unit can be 
constructed.   

IV. PERFORMANCE ANALYSIS 

A. The emulation of NAL start code prefix 
As described in section II-A, when the encryption operation 

is done directly on the byte stream format of video sequence, 
emulation of NAL start code prefix like that of resync_marker 
in [10] may still exist due to each NAL unit for byte stream 
system preceded by a start code prefix. NAL start code prefix 
has 24 bits equal to 0x000001 and provides the delimiter 
among NAL units [1], which implies that the probability of 
which NAL start code prefix may be emulated, is 242− . In 
other words, it can be emulated in every 16777216 cipher text 
bits, which is not a large number of bits for high-bit-rate. For 
example, 16777216 bits is about 4 and 256 seconds’ worth of 
video at 4096kps and 64kps, respectively.  

As shown in Fig. 4, once slice data in the SODB is 
encrypted by our proposed encryption rules, use of the 
emulation_prevention_three_byte encapsulated as RBSP can 
prevent emulation of byte stream start code prefixes [1].  

B. Complexity overhead 
For Live- or pre-recorded video, we discuss complexity 

overhead of the proposed encryption scheme. In general, the 
complexity overhead of the video encryption consists of 
retrieval of video data to be encrypted, data encryption, and 
putting the encrypted data back into the original video data 
and outputting it. For Live video, complexity overhead 
resulting from the first and third step in the process of video 
encryption can be neglected because the two steps 
concurrently and directly depend on encoding. Moreover, the 
complexity overhead of our proposed data encryption scheme 
is also not a problem compared with H.264 compression, 
since it is applied only once. For pre-recorded video, the 

complexity overhead resulting from the first and third step of 
the video encryption process should be considered carefully. 
For example, selective encryption of key fields [8], [9] and 
block permutation [9] may be involved in de-entropy and re-
entropy, and will introduce distinct complexity overhead for 
H.264 Main Profile, due to notorious complexity of CABAC 
entropy coding. Our proposed encryption scheme may only 
directly depend on data in slice data of the video sequence 
without de-entropy and re-entropy, so that the complexity 
overhead is also not a problem. 

In addition, the potential computational impact on the client 
side where decryption is performed is also considered. Since 
the small partial encryption of slice data is much faster than 
the full encryption of that, decryption is not a significant 
complexity overhead for either low quality or high quality 
video content. 

 

 
Fig. 4. Process of preventing emulation of NAL start code prefix in the 
encrypted slice data for byte stream NAL units. 

 
C. Error resilience 

Different error-resilience tools have been adopted in H.264, 
which are all based on slice data. Because the proposed 
encryption scheme in the paper directly depends on slice data, 
it can confine bit errors to slice data so that error resilience 
can not be compromised.  

D. Compression overhead 
Except for the compression overhead introduced by the 

emulation processing and negligible as above described, no 
other compression overhead occurs due to the length of the 
encrypted data equal to that of the original data. Therefore, 
our proposed encryption scheme may not reduce the original 
video compression efficiency. 

E. Security 
As above described in encryption rules, security in partial 

encryption is reliant on ensuring secrecy of the keys, known 
as Kerckhoff’s principle [13], and not by the intricacies or 
secrecy of the encryption and decryption. For example, when 
128 bits AES is selected as a cipher, security in partial 
encryption depends on secrecy of the keys relative to 128bit 
AES.  

As described above in the basic idea for the our encryption 
scheme, the encrypted block with its size equal to K L  will 
cause the subsequent plaintext slice data of length in bits equal 
to KL ) 1 - (2 ×β to be incorrectly decoded by the decoder 
without a decryption key. Of course, due to no marker 
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between MBs in slice data and variable size of MB due to 
entropy coding, it is also difficult to decode partial MBs in the 
subsequent plaintext slice data by the fierce trial to cause 
information leakage only when the starting position of the 
MBs and various content models in the subsequent plaintext 
slice data of length in bits equal to KL ) 1 - (2 ×β  can be 
guessed.  

Additionally, the last bit in slice data certainly represents 
the last bit of an MB so as to help the fierce trial to attack the 
plaintext in the last slice data. When 0 2 mod N  

B ≠β  is 
satisfied, the last block 

BNα  need to be encrypted to defend 

such the fierce trial. 
Compared with [7]-[9] that can easily cause information 

leakage by error concealment tools in the video coding, the 
encryption scheme proposed in this paper can more efficiently 
prevent information leakage, which may introduced by fierce 
attacks rather than by error concealment tools in the video 
coding, and is provided with the detailed security analysis that 
is outside the scope of the paper. We can conclude that the 
security of the encryption scheme proposed in this paper is 
sufficient enough to protect digital entertainment video. 

V. EXPERIMENTS 
To evaluate the complexity, compression overhead and 

visual effect security of the proposed encryption scheme, in 
our experiments, we adopted three test video sequences whose 
format contains luminance and chrominance data, like 
352× 288 Stefan (high spatial detail and medium amount of 
movement), 352 × 288Template (medium spatial detail and 
low amount of movement or vice), and 720× 576 Mobile & 
Calendar (high spatial detail and medium amount of 
movement). Table I shows the components of the 
experimentation environment. Here, 128bit AES in the CBC 
mode is selected as the block cipher for all test sequences. 
Test sequences of Stefan and Tempete are encoded with 
H.264 Baseline Profile and encrypted with parameters with β  
= 3, and the sequence of Mobile & Calendar is encoded with 
H.264 Main profile using CABAC and encrypted with 
parameters with β  = 4. 

A.   Complexity overhead  
For any video encryption scheme, the computational overhead 
should include alone encryption overhead as well as the 
overhead to preprocess and postprocess data to be encrypted, 
as has not been explicitly explained in the almost previous 
literature of video encryption researches. In the case of Live-
video and pre-recorded video for the same program, each 

other’s complexity introduced by encryption of video is 
different, but complexity introduced by alone encryption of 
data is the same. At present, there is no benchmark evaluating 
the complexity of any video encryption schemes, and there 
exist a few technologies, e.g., multithread, memory 
management, etc, which can speed up preprocessing and 
postprocessing data to be encrypted, then qualitative analysis 
of our proposed encryption scheme in contrast to selective 
encryption schemes of key fields [8], [9] in terms of 
complexity introduced by preprocessing and postprocessing 
data to be encrypted may be more fair than quantitative 
analysis discussed in section V-B. Therefore, it is more 
reasonable to evaluate the complexity overhead of alone 
encryption of data due to the motive of which video 
encryption researches is to reduce the computational 
requirements of different client device capabilities. In this 
paper, we have tested all slice data for the three pre-recoded 
video sequences by our proposed encryption scheme. Table II 
shows the complexity overhead of alone encryption of data. 
Compared with 15fps and 30fps frame rate, the delay  

TABLE I 
EXPERIMENTAL ENVIRONMENT 

Processor 866MHz Intel 
Pentium III 

Level cache  16KB(instruction
)+16KB(data) 

L2 cache  256KB(unified, 
on-chip) 

System bus 133MHz 
Memory 256MB SDRM 
Operating system Windows 2000 

sp4 
Compiler Microsoft Visual 

C++ 6.0 
Stefan 959.37 Baseline 

Profile Template 764.10 bit rate 
(kb/s) Main 

Profile Mobile&Calendar 5174.71 

Baseline Profile 2 number of 
slices in every 
frame Main Profile 1 

Baseline Profile IPPP Sequence 
type Main profile IBBP 

Baseline Profile 15 Frame rate 
(fps) Main profile 30 

No. frames coded 120 
Encoding reference software H.264 JM9.0 

 
TABLE II 

COMPLEXITY OVERHEAD OF ALONE ENCRYPTION OF DATA 
Average Complexity Overhead Per Frame 

Stefan Tempete Mobile & Calendar 
0.234  ms 0.188 ms 0.309 ms 
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Fig. 5. Three test sequences unencrypted. From (a) to (c), 2nd frame of Stefan, 3rd frame of Template and 3rd frame of Mobile & Calendar sequence, 
respectively. 
 

 
Fig. 6. For three test sequences, information leakage in one of frames unencrypted when encrypting all slice data in I frames. From (a) to (c), 2nd frame 
(P frame) of Stefan, 3rd frame (P frame) of Template and 3rd frame (B frame) of Mobile & Calendar sequence, respectively. 
 

 
Fig. 7. Information leakage of the 3rd frame (B frame) of Mobile & 
Calendar sequence with encryption of all slice data in I/P frames. 
 
introduced by our proposed encryption scheme is trivial. 

In our experiments, complexity of alone encryption data 
mainly depends on the amount of data of partial encryption 
with a block cipher. For Stefan, Tempete, and Mobile & 
Calendar test sequences, the ratio of the amount of data by 
partial encryption to the whole video sequence occupies 
13.08%, 13.22%, and 6.37%, respectively. We consider that 
parameters like K L  and β  can be flexibly controlled by the 
actual application scenarios to reduce the amount of data to be 

encrypted, for example, wireless video application with 
shorter K L  of cipher length and β  equal to 3, and high 
definition video application with longer K L  of cipher length 
and β  equal to 4, etc. 

B.  Effect of encryption on the video quality 
For the effect of encryption on the video quality, we can 

evaluate the subjective picture quality. The three sequences 
unencrypted are illustrated in Fig. 5. 

The subjective picture quality is evaluated under the 
condition of encrypting all slice data in I frames, all slice data 
in I/P frames, all slice data in I/P/B frames. The Information 
leakage of the subjective visual effect of the 2nd frame (P 
frame) of Stefan, the 3rd frame (P frame) of Template 
sequence, and the 3rd frame (B frame) of Mobile & Calendar 
sequence with encryption of all slice data in I frames is shown 
in Fig. 6 (a) to (c), respectively. Fig. 7 shows the information 
leakage of the subjective effect of the third frame (B frame) of 
Mobile & Calendar sequence with encryption of all slice data 
in I/P frames. As regards Fig. 6, we can see that the 
information leakage exists due to residue signal in P frame for 
Stefan and Tempete, and P/B frames for Mobile & Calendar. 
Fig. 7 shows that the information leakage exists due to residue 
signal in B frame for Mobile & Calendar. Information leakage 
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does not exist when all slice data in three test sequences can 
be encrypted by our proposed encryption scheme and ours 
proposed encryption scheme is irrelative to video content 
quality and motion attribute. In the actual application 
scenarios, at stated periods, for example, every 12 frames, we 
may only select I frame to be encrypted for reducing the 
complexity of video encryption if seriously degraded picture 
shown in Fig.6 is allowed with information leakage.  

VI. CONCLUSION 
At last, we conclude that the proposed encryption scheme in 

this paper can provide better policies to achieve a trade-off 
between complexity and security, reduce the hardware design 
complexity of de-encryption process, not compromise the 
H.264 video coding performances, and be applied to DRM for 
mobile video, download, digital video broadcast, on-demand 
streaming service, Live-streaming service, and etc. 
Additionally, ours design may also be applied to GOB in 
H.263, VOP in MPEG-4, and slices in MPEG-2 for various 
electronic multimedia consumptions. 
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